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OPERANDO

ÅFunded under the Horizon 2020 Programme(H2020), as part of the 
DS-01-2014 - Privacy call (GA no. 653704)

ÅWe implement and validate an innovative privacy enforcement 
framework that will enable: Privacy as a Service

ÅThe project is Open Source available in Github



Consortium



GDPR

ÅOn 27 April 2016, the EU adopted new rules for the protection of 
personal data, via the General Data Protection Regulation (GDPR). 
The GDPR will become applicable on 25 May 2018, and its impact will 
be felt in many areas in the next few years that service providers will 
have to integrate it in their services.

ÅWill everyone do it?

ÅWhat happens till then?

ÅWhat happens with non-conforming services?



Main concept of the project 

ÅGround truth: Users do not have control of their private data.

ÅThey consume numerous services, sharing their private data with 
many entities many of which they do not know.

ÅUsers do not have control of who accesses their private data, when, 
which data and why.

ÅUsers are not able to revoke their consent.

ÅCommon users do not have the knowledge and means to enforce 
their privacy preferences.

ÅNote that the project was submitted before GDPR.



The OPERANDO approach

ÅάhƴŜ ǎƛȊŜ Ŧƛǘǎ ŀƭƭέ ŘƻŜǎƴΩǘ ŀŎǘǳŀƭƭȅ ǿƻǊƪ

ÅThe project is split in G2C and B2C approaches to cater for the 
different needs.

ÅThe research part of the project has several contributions that many 
of you are already using.



The G2C case



Current status

ÅUsers browse the Internet sharing a lot of private information, 
without knowing what they share, when or being able to filter it.

ÅBig companies are monetizing this information as it enables them to 
efficiently profile users.

Å¦ǎŜǊǎ ƘŀǾŜ ŀƴ άƻƴŜ-ǘƛƳŜέ ŘŜŀƭΣ άǎƘŀǊŜ Řŀǘŀέ ƻǊ ƴƻ-service.

ÅMany of the data that companies are collecting are not needed for 
the service provision.



How does it work? (User side)

ÅUsers registered to a Privacy Service Provider (PSP)who provides 
ǘƘŜƳ ǿƛǘƘ ŀ άǾŀǳƭǘέ ŦƻǊ ǘƘŜƛǊ Řŀǘŀ

ÅUsers then register to affiliated online service providers.

ÅThe PSP provides an easy-to-use dashboardto manage all private 
data.

ÅThe user can: 
ÅSee which data each OSP requests, 
ÅWhy they are requested,
ÅWhen they are processed,
ÅWho requests them
ÅRevoke/grant access



OSP side

ÅThe Online Service Provider (OSP)is not always the bad guy, actually 
most OSPs are not, they just want to provide a service. 

ÅIƻǿ Řƻ ǘƘŜȅ ǇǊƻǾŜ ǘƘŀǘ ǘƘŜȅ άŘƻƴΩǘ Řƻ ŜǾƛƭέΚ

ÅHow can they get certification of their services?

ÅHow they can deploy easily services?



OPERANDO PSP side

ÅOPERANDO provides the vault which is monitored by the PSP. All data 
coming, processed and leaving are continuously monitored and 
logged.

ÅTo facilitate development all database transactions are made using a 
RESTful interface which allows developers to query the database 
using OData.

ÅBefore executing any query, the role and permissions of each user are 
checked to determine whether he is authorized to perform the query. 
Then, the affected/returned rows are checked against the user 
preferences to determine whether user is allowed to perform this 
query in row level.



OPERANDO PSP side

ÅThe PSP logs all transactions and shows you what is done with your 
data.

ÅThe PSP monitors any transactions and enforces your privacy policies.

ÅThe OSP cannot arbitrarily access your data.

ÅThe OSP can handle user policies without writing any code.

ÅOpting in and out is seamless.



Basic concept of OPERANDO G2C 



The AMI use case











The B2C case



DeFaultSettings
ÅTimes New Roman Syndrome ςThe default font for everything

Å¢ƘŜ ǳǎŜǊǎΩ ŀǎǎǳƳǇǘƛƻƴ ǘƘŀǘ hƴƭƛƴŜ {ŜǊǾƛŎŜ tǊƻǾƛŘŜǊǎ ƘŀŘ ƎƛǾŜƴ 
careful consideration on their default privacy settings

ÅPrivacy Settings not easily accessible to novice users

Consumer privacy is exposed to multiple dangers

Keep in mind that using
a free online service means 

that most probably 
you are the product.User Profiling

ÅTargeted Ads  

Å3rd party trackers 

ÅSocial media buttons

Unique identifiers to 
ǎǘŀƭƪ ǳǎŜǊǎΩ ōŜƘŀǾƛƻǊ



ÅRemember that FB app you used once 2 years ago? 
ςIt still has access to your social network data 

ÅExcessive permissions granted to mobile and browser apps

ÅSpam emails after registration on websites

ÅExposed after data breach of the Service Provider  
ςe.g. Ashley Madison hack

ÅMalware software lurking on the internet

Forgotten & Suspicious Apps

Email

Malware

Consumer privacy is exposed to multiple dangers



The complete guide to privacy
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iOS & Android Apps

Hide their email identity
Ad blocking and 

anti-tracking capabilities

Control all of social 
network privacy 

settings

Do their own 
privacy-for-benefit 

deals

/ƻƴǘǊƻƭ ǘƘŜ ōǊƻǿǎŜǊΩǎ
extensions permissions

Control apps
connected to their data

Chrome ExtensionPlusPrivacyempowers users to

from a unified Dashboard



The users have to make 
only one choice.

Clickingthe Singleclickprivacybutton
will automatically change all the
privacyoptions in your socialnetwork
accountsto their most privacy-friendly
settings.



Takes place on the browser,
+P does not have access 

ƻƴ ǳǎŜǊǎΩ ŘŀǘŀΦ



Tweak your privacy 
settings from the 

dashboard



Ad Blocking

Anti-Tracking

Block Malware 
Domains



Inspect the Permissions 
of Extensions

Enable/Disable 
or 

Delete


